
No Body’s Business but Mine: 
Uncovering the Dirty Practices of  

Menstruation Apps 
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• A bit of background to this project 

• What’s a menstruation app?  

• How did this research start? 

• What kind of data menstruation apps actually collect?  

• Research methodology  

• Research findings 

What we are going to talk about
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Bible - Audio, Daily Verse, Study & Offline,  
Free BMI Calculator & Weight Loss Tracker 
Calorie Counter - MyFitnessPal 
Candy Crush Saga 
Clean Master - Antivirus, Cleaner & Booster Dropbox 
Duolingo: Learn Languages Free 
Family Locator - GPS Tracker (Formally Life360)  
HP ePrint 
Indeed Job Search 
Instant Heart Rate: HR Monitor & Pulse Checker  
KAYAK Flights, Hotels & Cars 
King James Bible (KJV) Free 
Muslim Pro - Prayer Times, Azan, Quran & Qibla 
My Talking Hank 
Opera Browser 
Period Tracker, My Calendar

Period Tracker Clue: Period & Ovulation Calculator 
Phone Tracker By Number 
Qibla Connect® Find Direction- Prayer, Azan, 
Quran )Salatuk (Prayer time صلاتك 
Security Master - Antivirus, VPN, AppLock, Booster 
Shazam 
Skater Boy 
Skyscanner - Cheap Flights, Hotels and Car Rental  
Speedtest by Ookla 
Spotify Music 
Super-Bright LED Flashlight 
The Weather Channel: Local Forecast & Weather Maps  
TripAdvisor Hotels Flights Restaurants Attractions  
Cleaner - Boost, Clean, Space Cleaner 
VK (vkontakte) 
WeChat 
Yelp
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Update: We followed up with all the companies from the December 
report in March 2019, and over 60% had changed practices
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So… What exactly is a menstruation app? 
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Menstruation apps (or period trackers) are apps that women use to 
track their menstruation cycle.  

Users enter the date of their last period and the number of days their 
cycle normally last and based on this the app tells them when their 

next period will be, what days of the month they are supposed to be 
the most fertile.  

Some apps will also try and predict what mood or what physical 
symptoms you will experience. But we’ll get onto this later.    
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• Track their periods (as a method of contraception or because they have 

painful periods for instance and want to plan accordingly)  

• To get pregnant (and find out what days they are most fertile)  

Why do people use them?
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How did this research start? 🤔
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Other organisations before us  
- and Coding Rights in particular -   

have documented the extent of the data collection that is 
at stake with menstruation apps,  

as well as the gender-normativity of those apps 

Picture Courtesy of Coding Rights, CC-BY-SA-3.0
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In fact it is not just the menstruation cycle you are sharing when you use 
a menstruation app… 
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These are a few of our favourite things (that menstruation apps 
collects about their users): 

• Sex    ~ With whom?  How often? Protected or 
Unprotected?  

• Smoking                                                                    

• Drinking  

• Partying 

• Masturbation  

• Sleep 

• Coffee 
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But they also want to know A LOT about your health…

• Blood pressure ? 

• Swelling?                                                                   

• Constipated? 

• Acne?  

• Vaginal discharge? Actually, what kind of vaginal 

discharge? Sticky? Creamy?  

• Weight ?  

• Hair loss? 
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… And your mood. They really want to know about your mood! 

• Angry?  

• Romantic? (Is that even a mood??) 

• Calm? 

• Sexy? 

• Anxious? 

• Sad ?                                                                 
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This is the moment where we probably should say we are not making this 
up. Those are literal terms and questions asked about the menstruation 

apps we have looked at. 
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So we set out to look at the most popular menstruation apps…  
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(We’ll spare you the free advertisement) 
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… And we did not find anything outrageous. Disappointingly  
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So we set out to look at apps that were popular in countries across South 
Asia, South-East Asia, Sub-Saharan Africa, the Middle-East and Latin 

America
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And this is where things got interesting. 
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So… what exactly did we do?
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Enter a slide (or more!) about exodus
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Enter a slide (or more!) about exodus
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Inspecting the data using PI’s interception environment (Dynamic 
Analysis)
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Enter a slide or more about the interception environment 

Available from https://privacyinternational.org/mitmproxy19
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And here is what we found…
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Out of the six apps we looked at, five shared data with Facebook
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Out of those five, three pinged Facebook to let them know when users 
open the app 
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The other two apps shared every single piece of data their users enter
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Let’s look at Maya  
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Maya started sharing data with Facebook before you get 

to agree to their privacy policy             
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This is what things look like when Maya asks you to enter health data          
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This is what things looked like when Maya shared your contraceptive practice         
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This is what things look like when Maya asks 

about your sex life.      
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The data shared with Facebook when you have sex was a little bit more “cryptic.” It was shared 

as Love 2 when you have protected sex and Love 3 when you have unprotected sex.   

                                                  



Privacy International - #36C3 2019 - No Body’s Business but Mine: Uncovering the Dirty Practices of Menstruation Apps 

Maya also had a diary section where people where encouraged to write their 

personal thoughts. The text that gets entered is shared entirely with Facebook.    
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Maya also shared all your health data not just with Facebook but with 
CleverTap as well
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And yes, all the information that was shared was tied to your email address and unique identifiers.   

                                                  



Now let’s at look at MIA  
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The very first thing MIA asks their users is the reason why they are using the app:  

• To get pregnant 

• Or to track their periods  

It doesn’t actually change how you can use the app but it means they get to gather 

the most important piece of data they can get about you. 

They shared it immediately with Facebook and AppsFlyer.  
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MIA collects all sorts of information about sex, your health and lifestyle. It 

doesn’t immediately get shared with Facebook but Mia offers you the  

                                                  option to read articles tailored 

based on what you selected.   
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This is what you see if you select “masturbation” for example
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Now the articles you got shared with Facebook and AppsFlyer, which meant that 

they got to know what you selected in the sex, symptoms and lifestyle sections.  

                                                  

(This is what *they* saw when we selected masturbation) 
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Alcohol!  
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Unprotected sex!  
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Why are menstruation apps obsessed with finding out if you are trying to 
get pregnant? 
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Because when a person is pregnant, their consumer habits change 
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In other words it’s peak advertising time  
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In other more words and pictures 

¢ 10 $1.50

Price of a non-pregnant person’s data vs price of a pregnant’s person data in the US.  
Vertesi (2014)

Picture Courtesy of Maria Cruz, CC BY-SA 4.0 Picture Courtesy of Pixabay
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Hang on a second… Why do you use the past tense when you talk about 
data sharing?
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Both Maya and MIA stopped using the Facebook SDK when we wrote to 
them about our research, before we published it. 

🥳
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We got this interesting response from AppsFlyer:  

Our terms and conditions actually restrict app owners from using 
our service to collect personal information such as health 
information. 
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Conclusion: 

• Research works! It’s fun, easy to do and companies are listening.  

• You should do it too!  

• Using Apps is the only way some individuals interact with technologies, we need to take 

care as a lot more about the privacy and security implications at stake when people 

use them
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Questions? 

Find out more about this and our other projects at https://privacyinternational.org 
We can be contacted throughout Congress via DECT, our number is 7748 (PRIV)

Thanks for listening…

Eva 
Blum-Dumontet 

Senior Researcher 

@Arcadian_O 

Christopher 
Weaherhead 

Technology Lead 

@CJFWeatherhead 

https://privacyinternational.org

